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Access Mavim API as a Daemon Application

Start

Creating app registration

Sign in to Azure portal: Open your web browser and navigate to Azure portal (https://portal.azure.com). Enter your 
Azure account credentials (username and password) and sign in.

Navigate to Azure active directory: After signing in, you’ll land on the Azure dashboard. On the left-hand sidebar, 
locate and click on the ‘Azure Active Directory’ option.

Select ‘App registrations’: In the Azure active directory pane, under the ‘Manage’ section, click on ‘App registrations.

Create a new app registration: Once in the ‘App registrations’ page, you’ll find a button labeled ‘New registration’ 
at the top. Click on it.

Configure the registration: In the ‘Register an application’ page; Enter a meaningful name for your application in the 
‘Name’ field. This name helps you identify your application within Azure.

Register the application: After configuring the necessary details, cick on the ‘Register’ button at the bottom of the 
page. This action registers your application with Azure AD.
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Access Mavim API as a Daemon Application

Note down the application (client) ID and Object ID: Once the registration is successful, you’ll be redirected to the 
overview page of your newly created app registration. On this page, you’ll find the ‘Application (client) ID’. This is a 
unique identifier for your application within Azure AD. Copy this ID and store it securely as you’ll need it later. Also 
copy the ‘Object ID’ for later use.
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Access Mavim API as a Daemon Application

Generate and note down application secret: In the left-hand sidebar of your app registration, under ‘Manage’, 
click on ‘Certificates & secrets’. Here, you can add new client secret by clicking on ‘+ New client secret’. Enter a 
description for the secret, choose the maximum expiration duration, and click on the ‘Add’ button. After the secret 
is generated, note down the secret value immediately. This secret is required for authenticating your application.
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Access Mavim API as a Daemon Application

Set up API permissions: Under the ‘Manage’ in the left-hand sidebar, select ‘API permissions’. Click on ‘+ Add a 
permission’ to grant your app access to APIs that it needs to interact with. Follow the prompts to select the APIs 
and the specific permissions required for your application’s functionality. Select Mavim.iMprove.App.ReadWrite.All 
permissions here.
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Access Mavim API as a Daemon Application

Grant admin consent: If your application requires admin consent for the permissions, you’ll see a notification on 
the API permissions page. Click on the ‘Grant admin consent’ button to grant consent. This allows your application 
to access resources on behalf of users.
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Access Mavim API as a Daemon Application

Once you’ve completed these steps, your app registration is set up. Make sure to securely store any sensitive 
information such as client secret to ensure the security of your application.

Get global admin token (User only access token)
Access https://improve.mavimcloud.com/ as the global admin user. Right click from application and select Inspect; 
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Access Mavim API as a Daemon Application

Developer tools window will be opened. Go to Network tab. Reload the page. Click on Fetch/XHR button. Enable 
filter and type ‘databases’. Select databases where the Type reads xhr. From the Headers tab, under the Request 
Headers, copy the value in Authorization excluding ‘Bearer’. This is your global admin token.
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Access Mavim API as a Daemon Application

Client credentials flow/Get application token (App only access token)

Get token using Postman: Trigger a GET request using Postman with the below credentials.

GET - https://login.microsoftonline.com/<your tenant ID goes here>/oauth2/token

Body -> x-www-form-urlencoded

grant_type: client_credentials

client_id: <application (client) ID noted down in earlier step goes here>

scope: http://adapps.mavimcloud.com/mavim/Mavim.iMprove.App.ReadWrite.All

client_secret: <client secret noted down in earlier step goes here>

resource: 15e1f0d0-3141-47b0-a87e-323d62b71b75 (Mavim iMprove app’s application (client) ID)

Send the GET request and copy the token from response.

Get the sub from token: Paste the token received from previous step in Encoded section of https://jwt.io/ and note 
down the value of ‘sub’ property from the Decoded section.
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Access Mavim API as a Daemon Application
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Access Mavim API as a Daemon Application

Onboard application
Create application endpoint: POST https://api.mavimcloud.com/connectwrite/v1/applications

Body -> raw -> JSON

{

    “Sub”: “<sub noted down from previous step goes here>”,

    “AppId”: “<application (client) ID noted down from earlier step goes here>”,

    “ObjectId”: “<object ID noted down from earlier step goes here>”

}

Use global admin token for authorization.

This would return the application ID (GUID) inserted in database, note down the GUID for later use.

Create application group endpoint: POST https://api.mavimcloud.com/connectwrite/v1/databases/<your 
database ID goes here>/groups

Body -> raw -> JSON

{

    “Name”: “iMprove Application Group_<your database name goes here>”,

    “Description”: “This is iMprove application group for <your database name goes here>”,

    “IsPrivate”: true

}
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Access Mavim API as a Daemon Application

Use global admin token for authorization.

This would return the group ID (GUID) inserted in database, note down the GUID for later use.

Link application to application group endpoint: PATCH https://api.mavimcloud.com/connectwrite/v1/
databases/<your database ID goes here>/groups/<application group ID returned from previous step goes here>/
applications

Body -> raw -> JSON

{

    “ApplicationIds”: [“<application ID returned from earlier step>”]

}.

Use global admin token for authorization.

Create application role in Connect RBAC endpoint: POST https://api.mavimcloud.com/cntrbacwrite/v1/roles

Body -> raw -> JSON

{

    “Name”: “iMprove Application Role_<your database name goes here>”,

    “Description”: “This is iMprove application role for <your database name goes here>”,

    “DatabaseId”: “<your database ID goes here>”,

    “IsPrivate”: true

}
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Access Mavim API as a Daemon Application

Use global admin token for authorization.

This would return the role ID (GUID) inserted in database, note down the GUID for later use.

Link application group to Connect RBAC application role endpoint: PATCH https://api.mavimcloud.com/
cntrbacwrite/v1/roles/<application role ID returned from previous step goes here>/groups

Body -> raw -> JSON

{

    “GroupIds”: [“<application group ID noted down from earlier step goes here>”]

}

 
Use global admin token for authorization.

Get database permission ID endpoint: GET

https://api.mavimcloud.com/connectrbacread/v1/Permissions/databases

Use global admin token for authorization.
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Access Mavim API as a Daemon Application

This would return the database permissions exist under your company. Find the JSON object with the database 
name you want to give permission to the application for, and copy the GUID value from id property.

Link database permission to Connect RBAC application role endpoint: PATCH https://api.mavimcloud.
com/cntrbacwrite/v1/roles/<Connect RBAC application role ID returned from previous step goes here>/
databasepermissions

Body -> raw -> JSON

{

    “DatabasePermissionId”: “<database permission ID copied from previous step goes here>”

}

Use global admin token for authorization.

Create iMprove RBAC application role endpoint: POST https://api.mavimcloud.com/authwrite/v1/databases/<your 
database ID goes here>/roles

Body -> raw -> JSON

{

    “Name”: “iMprove Application Role_<your database name goes here>”,

    “Description”: “This is iMprove application role for <your database name goes here>”,

    “IsPrivate”: true

}

Use global admin token for authorization.

This would return the role ID (GUID) inserted in database, note down the GUID for later use.
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Link application group to iMprove RBAC application role endpoint: PATCH https://api.mavimcloud.com/authwrite/
v1/databases/<your database ID goes here>/roles/<application role ID returned from previous step goes here>/
groups

Body -> raw -> JSON

{

    “GroupIds”: [“<application group ID returned from earlier step goes here>”]

}

Use global admin token for authorization.

Create topic permission endpoint: POST

https://api.mavimcloud.com/authwrite/v1/databases/<your database ID goes here>/permissions/topic

Body -> raw -> JSON

{

    “name”: “Mavim Database”,

    “topicId”: “d0c2v0”,

    “topicPermissionType”: 3 // Edit permission

}
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Access Mavim API as a Daemon Application

Note:

0 - Topic will not be visible to the application

1 - Topic title will be visible to the application

2 - Topic data will be visible to the application

3 - Application can modify topic data

Use global admin token for authorization.

This would return the topic permission ID (GUID) inserted in database, note down the GUID for later use.

Link topic permission to iMprove RBAC application role endpoint: PATCH https://api.mavimcloud.com/authwrite/
v1/databases/<your database ID goes here>/roles/<iMprove RBAC application role ID returned from earlier step 
goes here>/topicpermissions

{

    “TopicPermissionIds”: [“<topic permission ID returned from previous step goes here>”]

}

Use global admin token for authorization.
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Assign admin permission to application (alternate flow)

Create application endpoint: Follow the same steps from Onboard application section

Get admin group ID endpoint: GET

https://api.mavimcloud.com/connectread/v1/Groups

Use global admin token for authorization.

This would return the groups exist under your company. Find the JSON object with the group name 
iMproveAdmins__<your database name> you want to link application to, and copy the GUID value from id property.

Link application to admin group endpoint:

https://api.mavimcloud.com/connectwrite/v1/databases/<your database ID goes here>/groups/<admin group ID 
copied from previous step goes here>/applications

Body -> raw -> JSON

{

    “ApplicationIds”: [“<application ID returned from first step>”]

}

Use global admin token for authorization.
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Access Mavim API as a Daemon Application

Fetch topic information
 
Get topic endpoint: GET https://api.mavimcloud.com/topic/v1/<your database ID goes here>/en/topic/d0c2v0

Use application token for authorization.

Topic data in response proves your accessibility to Mavim API on behalf of user as an application.

End
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